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ASYMMETRIC WARFARE, DEMOCRACY AND THE ROLE OF BUSINESS

“In the case of Al-Qaeda there is a sense, even after the capture of key figures in the organization and the Guantanamo Bay interrogations, that intelligence gathering on its intentions is at a primitive stage.” (The Sunday Times. Leader Article, 4th January 2004)

During the Cold War a major challenge for the West was to determine Soviet capability. The threat and Soviet intentions however, were obvious, omniscient, and unchanging. Massive NATO budgets were apportioned to building capability in order to match the perceived threat. In the 21st Century, faced with Al-Qaeda (AQ) the challenge is reversed; we know reasonably well the capability but we are still divided over the issue of intentions/threat level. 

“Eliza Manningham-Buller, the director-general of MI5, decided that the agency did not have enough resources to cope with the existing threat…She told David Blunkett that there was a growing awareness that the problem is significant” (The Times. 30th November 2003)

As of today there are huge financial implications and political risks for both the UK and USA/allies in this simple analysis. It is not how much they spend on this "war" against terrorism that concerns our politicians, but how little. To date there has been nothing remotely like the attack of 9/11 elsewhere in the world. The British chancellor and Home Office therefore quote this fact in defending an anti-terrorism budget based on limited capability, and not intent. The Treasury then goes on to argue that as there has been no further clarity about the long term threat and intentions of AQ-type organizations, budgets will continue to be based on the limited (and far cheaper) capability argument. 

 “But the aim is not to provide new money for the war on terrorism. Instead ministers want to “reprioritise” spending within the existing overall security budget, reducing the cash given to some departments so that MI5 can get more”. (The Times. 30th November 2003)

Two factors will alter this view; a collapse of the successful but already massively overworked and under-resourced domestic security service and police in the UK, and/or a deliberately significant attack by AQ on the UK homeland. The latter scenario will serve two strategic purposes for AQ. Firstly it will embarrass the government when limited resources are cited by the media/public to be a major contributing factor in the failure to detect/deter such an attack. Secondly the financial implications of having to revise budgets to reflect increasingly obvious AQ intentions/threat (that now demonstrably match capability) will ensure a politically grim fallout and will be deemed entirely government self-inflicted by the electorate
Dreadful as this may sound, the damage to citizenry by an attack is in strategic terms, a secondary aim of AQ. Moreover, it is now increasingly obvious with hindsight that AQ saw 9/11 primarily in terms of political intent and not as a demonstration of capability per se. There was in other words from the very start an asymmetry in how the allies perceived the others’ (i.e. AQ’s) actions. This does not bode well for developing a counter strategy.

It has taken almost two years for a really penetrating analysis to emerge about AQ’s attack in NYC and Washington DC. The success of the 9/11 strike (which in itself was a culmination of previous attacks on US assets) was expressly getting US forces to quit Saudi Arabia, a long standing and much publicised strategic aim of Osama bin Laden. It further resulted in strained US relations with Muslim populated NATO-Turkey and left Afghanistan (to date) in a state of suspended political animation. Meanwhile turmoil reigns in Europe between allies and the US over the response. The mechanism to achieve this was 9/11. This was the real victory for Al-Qaeda – the event and not necessarily (for AQ), the human tragedy which unfolded. Nonetheless, Britain persists in basing its financial (and therefore its homeland security) response on AQ’s capability and not its intentions. This strategy is untenable.

A second perhaps more daunting policy aspect of the war against terrorism is the possible response of the allies and its effect on democracy and its institutions. Should the allied response to AQ be proportional, overwhelming or like the threat itself, asymmetric? This is a subtler question than first appears. Whilst overwhelming force deployment may be militarily sound, it would probably be politically inappropriate to stage a further major deployment in Iraq, at least for the time being. Alternatively an asymmetric response may be more effective (e.g. disrupting an AQ/opposition network hitherto under surveillance) but could risk losing a “big fish”. More significantly for the allies (and certainly more embarrassing) is the virtual certainty that so-called US/allied “friendly” neighbours in the region (and beyond) would be found involved. This is a political and not a strategic problem for the US/allied administrations. It is also where the politicians to date have lost their way, unsure of public response and world political opinion to such allied asymmetric counter moves and outcomes. 

Both Bush and Blair know that conventional military tactics (in isolation) will not defeat the threat. It is the adoption of a brutal, cold, intellectually rigorous asymmetric response to AQ that will take many forms, few of them conventional and often directed by spies on the ground that will turn the tide. However, it is 19th Century "great game" territory, which will be very dirty and will test international law to the full, not to mention the morality of policy makers and individual citizens.

But signs of an asymmetric structural response are already appearing, unpalatable as they may seem to some: we see the US revisiting the question of the use of torture under certain circumstances; the refusal of the US to sign up to the International Court of Criminal Justice. Meanwhile a British ambassador to Uzbekistan has by the skin of his teeth retained his post after refusing to ignore human rights abuses in that country, specifically because both the US and UK value Uzbekistan’s cooperation with the allies in fighting AQ in neighbouring Afghanistan. The British Home Secretary recently revealed he was ready to resign from Blair’s Cabinet if it did not adopt an ID card system in the UK, in due course. This is political expediency in tooth and claw.

In many ways the US/UK are already fighting an asymmetric war. What is not clear to observers is that asymmetric warfare is not confined to the battlefield. The politicians’ challenge is to find mechanisms and a methodology by which it can deal expediently with AQ in a vicious asymmetric war whilst maintaining democratic values and the moral high ground. But to do this it must re-shape some institutions (UN for e.g.) and other international forums in order to allow such activity. Putting aside the internal turf wars in Washington, this is the essence of what Donald Rumsfeld was recently focusing on when he talked of the need for a “more agile security agency”, the possible need “to try to fashion a new institution” one that “seamlessly focuses the capabilities of several departments and agencies”. He even hints at the idea of “laying out fresh guidelines for the use of military power”. The problem is as much structural is it is strategic. What America should be given credit for is that it recognizes the real challenges ahead and is at the highest level challenging its own conventional thinking. This is what superpowers should and have to do. Implementation however, in any bureaucracy, is glacial.

One of the key driving philosophies here in terms of response is - expediency. The difficulty is that the concept of expediency and all that it entails, does not fit well in a modern democracy. It did not fit particularly well for the British exponents in the 19th Century either but, and this is the critical point, it concentrated the minds of Britain’s enemies wonderfully. They instinctively realized that they would now be faced with the whole panoply of asymmetric warfare: cultural; financial; economic; military and diplomatic; on every continent, at any time, indefinitely. Palmerston’s “we have no eternal allies our interests are eternal and perpetual” statement was the bald articulation of directed political expediency which deployed asymmetric methods against those that threatened the British Empire. 

The key role for politicians in this asymmetric war is very strong political leadership that explains carefully and truthfully to electorates how close to losing our democratic values, morals and systems we will have to sail in order to prevail. This is no easy task, and to date it has not been handled particularly well. The military and intelligence communities are accountable locally for the conduct of the war but the responsibility and explanation for the purpose, conduct and extent of the war remains with and in, Washington. It is somewhat understandable that the US is castigated for its attacks on the UN and the incarceration of prisoners in Cuba for example, if they, and their closest allies do not explain the bigger picture, including the counter strategy to defeat AQ, difficult as it is. These are the more subtle challenges to western democracy and leadership posed by AQ: far more so than any bombing or killing of our citizens. Do we have the political leadership and character to respond asymmetrically and with expediency to the threat and all that it will entail? Have we prepared our citizens adequately for this long march?

An increasingly important tool of asymmetric persuasion between states and AQ-type threats in the 21st century is economic power, as opposed to the use of ideological conflict and military application - which dominated the cold war era. The allies in other words should perhaps reconsider the relative weighting of the asymmetric weapons at their disposal. In spite of the USA’s apparent change in doctrine, which entails pre-emptive strikes against a known adversary (or a state/organization which may become an adversary) its use of military force is clearly not for territorial gain but securing the state international system, which in turn obviously facilitates economic exploitation and democratic expansion.

But this is not at the cost of other states; the U.S. is quite consistent and sincere in supporting the raising in standards of living in deprived parts of the world, through the foundation of democracy, and the introduction of capitalism. The maintenance and expansion of such a philosophy is as fundamental a part of asymmetric warfare as any military response to AQ. Tellingly this contrasts forcefully with AQ’s use of quasi-military tactics to explicitly delay and deny the introduction of democracy and the rise of capitalism into Muslim life in today’s Iraq. The very yearning of the people of Afghanistan for democracy and the opportunity to partake in capitalism, after the routing of the Teleban is a lesson not lost on AQ and similar Islamic organizations. They may not fear the 82nd Airborne but they do fear the universal appeal of capitalism to deprived Muslim people across the globe. This is the real threat to their ideology and following. Capitalism is a force multiplier in the fight against terrorism, and unlike the 82nd Airborne is a more nebulous and diversified system to attack and destroy. Not many nations having adopted capitalism and democracy then voluntarily renounce it. Capitalism will fight to survive. 

To this end, commercial integrity and the assistance it receives from the state would seem to be fundamental to any state’s survivability and the promotion of democracy in emerging regions of the world, including the Middle East. It is in this sense that national security should have an increasingly substantial commercial dimension. The threat of AQ and the need to fight it asymmetrically must have a profound effect on established thinking about the relationship between state intelligence and commerce. It is inconceivable that western intelligence agencies will not begin to reflect more forcefully the equal primacy of commercial activities in their own state–directed intelligence gathering. 

Furthermore the role of commerce (unwittingly) is already dovetailing with state intelligence concerns: money laundering; criminal / terrorist networking; intellectual property crime; arms trading networks etc. There is no longer clear blue water between state intelligence objectives and commercial intelligence objectives. The world of international terrorism relies now on finance and intelligence obtained via both legitimate and illegitimate business. 

Moreover, whereas formerly governments could direct that their intelligence agencies are tasked to produce information that will enlighten or shape government policy (and not assist industry) it is arguable that in the 21st century with its borderless states and the ubiquity of globalisation the conduct of international commerce is already beyond any government policy. It is markets which increasingly determine (but do not legislate of course) policy, and this is precisely where terrorism, illegal networking, money laundering and WMD circulate – unconstrained and alongside legitimate practitioners of Capitalism Plc. 

Traditionally, the argument against supporting a particular British company operating abroad with the aid of state intelligence is three-fold. Firstly it is not the historical purpose of intelligence to dabble in non-critical commercial matters; secondly assistance to any single British Plc is by definition a selective process and attracts accusations of favouritism; and thirdly, with multinational ownership of companies in the 20th/21st centuries it is increasingly difficult to identify a specific British Plc with exclusively British interests and shareholding. AQ stalks this prime no-man’s land with impunity. Once again the issue for us seems to be outdated intellectual and structural architecture.

The “favouritism” argument is flimsy and outdated. Firstly, competition is already underway with Russian, C/S.E. European and French companies (to name but a few) actively benefiting from state assistance for mutual security and commercial gain. Secondly the reciprocal benefits that state agencies could receive from a more formal relationship with business are not inconsiderable in the battle against AQ. Thirdly whilst British companies often are global in ownership, common sense, judgment and mutual necessity should be the rule of thumb in offering assistance - regarding projects of mutual interest. Perhaps the real issue for MoDs on both sides of the Atlantic is old-fashioned scepticism about radical change and resistance to the idea that maybe new (or altered) institutions and structures are now appropriate to deal with terrorism. Meanwhile organizations like AQ are clearly exploiting our obsession with “Chinese walls” and old thinking about the non-use of state intelligence in the commercial environment.

The oil industry employs some tens of thousands of people worldwide; the vast majority of whom are among the best and brightest of their respective countries. They work in a critical strategic industry that is high on AQ’s list for disruption. These employees are the new “great game” generation. Some communication and formal structure between them and intelligence agencies is possibly advisable in the prosecution of asymmetric warfare. One of the most efficient and successful British companies of the British Empire was the East India Company (EIC). Its intelligence arm was outstanding; it contributed decisively to the maintenance, security and commercial/political success of the organization in the face of local conflicts (Indian/Afghan) and both German and Russian regional political machinations. Its exponents were the best and brightest of their day. This is no coincidence. There was no other organization in the Empire (including the British/Indian army) better informed or better equipped to fight asymmetrically, across the entire Indian sub-continent. 

However this is not to say that commerce today should adopt the EIC model in the face of modern insurgency/terrorism; rather it should perhaps look at aspects of its operations that could link their own corporate intelligence, government affairs and security/commercial aims as a company, with the State’s own security objectives in broadly defending capitalism and democracy, which are clearly under assault. It may no longer be sufficient for Capitalism Ltd to declare that they are there only to practice democracy and capitalism; perhaps they should begin to help defend it too?

In the increasingly borderless world we live in today one could argue further that the only state intelligence that must remain strictly “off limits” is where national security is directly threatened and intelligence assets’ lives are potentially endangered. Certainly we can no longer say that commercial activities are not of paramount importance in terms of securing and maintaining national and democratic values. 

This overall trend of, and need for reciprocity between intelligence and business is increasing and must soon be addressed for the benefit of both activities. The real difficulty does not lie in the argument for or against cooperation, as the need would seem to be increasingly clear, but in the complex area of how to implement it, at what level, and who should pay for it. There are however, some signs that new thinking about this issue is beginning to emerge.

Following the events of 9/11 Cambridge University set up a programme at their Centre for International Studies entitled, Security in International Society (C-SIS). This is a university-wide programme, with input from all faculties and departments. It is partially sponsored by the Foreign & Commonwealth Office (FCO) and was jointly opened by the Vice–Chancellor of Cambridge, and Mr George Tenet, Director of the CIA.

The programme is distinctive in that it sees the question of world security as broad, strategic and cross-cultural rather than narrow, tactical or national. Its focus is on understanding contexts as well as events. Looking at security in a holistic context, the programme is cross- disciplinary in approach, marshalling the entire academic resources of the University. It collaborates with a global network of like-minded organizations, institutions and individuals. C-SIS’s purpose is to be as international as possible. The contribution of business is crucial not only for research sponsorship and funding but also because of commerce’s intimate engagement in a complex world, where terrorism in the form of asymmetric warfare will increasingly engage with legitimate business. 

The C-SIS programme is tasked with assisting and advising government policy makers as to how best they can respond to global and local insecurity in a rational and flexible manner. The aim is to develop through research and co-operation with other participant countries, a special knowledge of the minds and motivations of those in conflict, of the organizations that threaten global stability and of the necessary new concepts behind policy formation and decision-making. 

Rubicon International Services acts as a pathfinder for new business development (NBD) in emerging market regions.

Rubicon’s approach to NBD in new, potentially hostile environments is simple: the business must be politically “ring fenced” by the host government and commercially “sponsored” throughout its term by a local partner of choice. This along with a clear exit strategy makes a company abroad less vulnerable to asymmetric attack. On this basis therefore Rubicon discourages clients from making an immediate commitment to one particular “opportunity” or “threat”. That is considered unwise as it often confuses fact with prediction. It is far better (initially) to opt for the variant that offers the highest probability of success (PoS). This is a more cautious option but in a dangerous world, it has to be the safer choice as it is based on the ringfencing/sponsorship principle that actively protects the NBD endeavour. It is the art of the possible as opposed to what is perhaps more desirable, but more complex to achieve.

The key is that NBD in potentially hostile environments is underpinned by the following principles: the deployment of pre-emptive intelligence at the earliest stage of engagement; not when a problem has developed. Secondly, the taking into consideration of the broader internal political drivers of the host country as they affect the potential PoS of the project. This should then reflect the type of management team deployed. Ideally this would comprise of government affairs, security and international relations specialists, working seamlessly together with the traditional disciplines. It is no longer sufficient to allow just the finance, marketers and operations people to establish a business. This is not how businesses in the 21st century will survive and prosper in the face of asymmetric warfare; least of all in new markets. The need for limited collaboration and discussion with state intelligence agencies in these kinds of scenarios is self-evident. It is as much in the interests of US/UK agencies to occasionally assist a UK/US company abroad as it is for them to receive limited feedback from a well-positioned UK/US Plc operating in a key country involved in the fight against terrorism.

Rubicon asserts that signs of vulnerability and weakness in the business community are already appearing that need addressing. Traditional business intelligence companies are increasingly required to explain not only facts, gossip, innuendo etc, but the more complex “how” and “why” questions which the emerging world order (and clients) demand. In the 1990’s the smarter intelligence companies employed lawyers, accountants and bankers in order to match clients’ needs, which often amounted to major due diligence for widespread M&A activity abroad. The move was logical and timely.

Today however, the situation is different and unsatisfactory for both communities. Business is a little slow in seeing the need to coordinate the efforts of its international/government relations and intelligence staff with their traditional managers, and similarly the commercial intelligence consultancies have not appointed commensurate personnel (as they did in the 1990’s) who can better explain the critical “how” and “why” questions, which their clients ask of them. State intelligence is arguably the third aspect of commercial asymmetric warfare that now needs to come in from the cold. The overall result at the moment is the development of a blind spot in the conduct of business (especially in our critical strategic businesses abroad). This lack of knowledge about the new external drivers (and responses) is making business increasingly vulnerable. Sooner or later AQ-type organizations are going to exploit this weakness. 

Rubicon maintains that two major structural challenges need to be addressed to ameliorate the present situation in business. Firstly as part of their fast track development new graduate employees must be exposed and formally trained in these so-called “soft” skills of international relations, government affairs and commercial security; they must see the importance of dovetailing these activities in business, both to promote and protect the Plc. It is only when major Plcs make it clear that holding one or more of these softer appointments is a mandatory step on the way to a senior position in the company will the best and most capable people take the role and raison d’etre seriously. Furthermore it is also apparent that for all the above reasons security managers no longer have to be selected from a military or intelligence background. Asymmetric commercial warfare is broader than this and should be seen as a mainstream business activity, up there with finance, marketing, and operations. 

As part of the training at later post-graduate level, MBA syllabi could consider the inclusion of an advanced programme, which would outline and teach ways in which major Plcs can interact with state organizations and operate under these new pressures. This in itself would raise the awareness and relevance of this 21st century challenge, both for the benefit of business and the intelligence community. Rubicon is already talking with a leading British Business School to design such an MBA module, which would also include courses in international affairs, commercial intelligence and government relations.

Secondly, it is only when a) fast track employees in senior positions are directly responsible for this area of activity and b) they are known to be trained in areas such as commercial intelligence and government affairs, that any worthwhile intelligence agency will have the confidence to consider formally consulting them. It is understandable that at present when faced with a non-board member ex-Army/Air Force NCO/Officer as Security manager with no formal training or experience in international relations, government affairs or business, they are reluctant to communicate.

It is for business to raise their game in this environment and for academia to assist, but even then it should be understood that it must always be the government agency that establishes the limits of cooperation, i.e. companies may ask for assistance but the agencies must reserve the right to refuse. The reliability and quality of personnel involved from the commercial world is a key, non-negotiable issue for the security and intelligence agencies for very understandable and obvious reasons. The bigger and wealthy PLCs have in fact recognized this need and are changing, but they are the exception and not the rule.

 considers that it is only when this aspect of counter-asymmetric warfare, the use of business, the application of international affairs and the tasking of state intelligence are all purposefully combined expediently and pacifically, can we then in a democracy, realistically begin to see the tide turn against fundamentalism. It is only then can we quote As Churchill’s remark when discussing another struggle against oppression, “it may not be the beginning of the end, but it may be the end of the beginning”.

This document was produced  by Tim Reilly a Rubicon consultant.
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